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About this manual

Welcome. Thank you for choosing the tcpconns FTPServer for your FTP serving needs.

Front page picture by JOHNNIE W@LKER 2007 jan 16, Creative Commons BY license. Available at:
http://www.flickr.com/photos/johnniewalker/359440369/sizes/l/.
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About the tcpconns FTPServer project



System requirements

Java

To be able to run the tcpconns FTPServer you need to have JAVA installed. Either the JRE (version 5
or higher), or the JDK (version 1.5 or higher). The SUN JRE can be downloaded for free on sun’s
website: http://java.sun.com/javase/downloads/index.jsp. The SUN JRE (java runtime environment)
and SUN JDK (java development kit) are available for every major platform: Windows, Macintosh,
Linux, Solaris/OpenSolaris, and FreeBSD/PCBSD (the latter can be found on
http://www.freebsdfoundation.org/downloads/java.shtml, http://www.pbidir.com/bt/pbi/3/java jdk). On
Ubuntu e.g., the SUN JRE/JDK is available through the Synaptic Package Manager as well.

Installing java

to be written

Security

To be able to use the SSL/TLS features of FTPServer, which allow the use encryption and advanced
authentication capabilities, you need to install the Java Cryptography Extension (JCE) Unlimited
Strength Jurisdiction Policy Files, which can also be downloaded from sun’s website at
http://java.sun.com/javase/downloads/index.jsp.

Installing the unlimited strength jurisdiction policy files

to be written


http://java.sun.com/javase/downloads/index.jsp
http://java.sun.com/javase/downloads/index.jsp
http://www.freebsdfoundation.org/downloads/java.shtml
http://www.pbidir.com/bt/pbi/3/java_jdk

Starting and stopping the server

The FTPServer is started like any other java application. Locate the ftpserver.jar. Depending on your
platform and your user settings, do one of the following:

* double click on the ftpserver.jar. This will either start the program or will open an archive
manager tool (since a .jar is like a .zip).

* open a terminal/dosbox and browse to the folder that contains ftpserver.jar. Then type “java -jar
ftpserver.jar” and hit the [ENTER] button on your keyboard. This should start the program.

* create a link that does the same as the option directly above this one.

Once FTPServer is running, it will display a window that looks like:

] cpconns FTIPSErve

General GroupsfUsers SELTLS

General Settings

External IP Address {if hehind router) [192.168.2.100

Bind Port (e.0. 21 [ 2,100 2
¥ log ewents
[T append log files

[T "rack changes"

Star Server ST Server Dagmon server Feload Save changes




Settings

Settings on the “General” tab page

Tcpconns FTPServer

. General | Groups/Users | SSL/TLS

General settings

External P Address (f behind router) [192.168.2.100 ]

Bind Port (e.g. 21) | 2,100 3/

[V log events
[T append log files

[ *track changes

Start Server Stop Server Diaemon Server Feload Sawe changes




Settings on the “Groups/Users” tab page

Tcpconns FETPServer

| General  Ggups/Users | SsLTLS

Users and group membership

user |an0n\.'m0us b4

add user rename user delete user reset passphrase

[7 account is active |- require password to be correct

member af |anon\.nmous “ |

Groups and user rights

graup Ianon\»mous vl
add group rEnarme group delete group copy group

folders |,fhome,fusername,f.tcpcnnns,fftpser\rer,fanon\,amnus; vl
add folder delete folder

files [ see [V read [ rename [ appendto [ createnew [ owerwrite [ delete [ al [ none
subdirectaries [ see [ traverse [ rename [ make [ remove [ al [ none
hidden files [ see [ read [ rename [ appendto [ createnew [ owerwrite [ delete [ al [ none

hidcen subdirectories [~ see [ traverse [ rename [ make [ remove [ al [ none

opening folder |,fhume,fusername,f.tcpconns,fftpserver,fanunymous,f L |

Start Server Stop Server Diaemon Server Feload Sawe changes




Settings on the “SSL/TLS” tab page

Tcpconns FETPServer

| General | GroupsiUsers _EW%_

TLS Lewel

Dizallow the use of 55L,TLS L

Server Certificate and Key

Server Certificate and Key File (. perm) [,fhnme,fusername,f.tcpcunns,fftpser\.fer,fXS09Cer‘tAndKeWser\fer.pem

Key Passphrase [...........

Client authentication

[T Reguire Client Authentication

Trusted Certificate Authorities Certificates Folder [fhnme,fusername,f.tcpcunns,fftpserver,fTrustedCAs,f

Start Server Stop Server Diaemon Server Feload Sawe changes
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